Hosting Services

Managed Firewall Services

Firewalls have long been considered the ultimate defense
against cyber intrusion, but today's cyber criminals are
using vastly more proficient techniques to bypass firewall
protection and compromise business systems. Keeping
intruders out while enabling daily Internet operations
requires a sophisticated set of security policies and
constant monitoring to ensure optimal protection is in
place. But the labor and financial investment required to
implement this kind of firewall security can quickly drain IT
resources, leaving no time or money to focus on day-to-
day business processes, and potentially leaving network
assets open to attack.

SAVVIS is a recognized leader in managed Internet and
security services and offers effective, state-of-the-art
managed firewall services. With experience gained from
installing and managing thousands of firewalls, SAVVIS
provides proactive security services supported by certified
security professionals stationed around the world to deliver
operational protection every minute of every day.

SAVVIS provides this level of support cost-effectively at
your site, at third-party sites, or in our own data centers.
We will work with you to perform a security review of your
firewall needs, your network and system topology, and
security policies to develop and define your firewall
security policy. We will then configure, install, and manage
your firewall systems according to your requirements,
provisioning your service on a range of platforms including
network-based- and virtual-firewalls, or on dedicated
appliances such as Cisco PIX and Check Point Firewall-1.
SAWVIS provides 24/7 monitoring, management,
maintenance and access to your firewall logs, policies and
performance statistics for viewing 24 hours a day, 365
days a year, via SAVVIS’ secure Web portall.

System ownership options

SAWVIS offers two options for firewall hardware
provisioning and software licenses. SAVVIS Managed
Firewall Service is a complete solution, including SAVVIS -
provided hardware, software licenses, maintenance,
monitoring, and management by our team of security
experts. SAVVIS Firewall Care Service provides the same
monitoring and management benefits to customer-
provided Check Point FireWall-1 on Nokia IP or Cisco PIX
hardware and software. Both service options include
comprehensive firewall security services and can be

! Portal report features vary by firewall platform.
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ADVANTAGES

» 24 x 7 Monitoring — SAVVIS has the
resources to quickly react to security
problems at any time, day or night

» Range of Options — From virtual to
dedicated firewall platforms, SAVVIS offers
the greatest range of value and
performance options available

» Ease of Implementation — SAVVIS takes
care of the complete solution, including
hardware, installation, configuration and
ongoing management

» Expertise — SAVVIS leverages the experience
of a staff who have installed hundreds of
firewall
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implemented at a SAVVIS data center, your own facility, or
a third party facility.

Fail-over and high availability firewall solutions
To ensure consistent firewall availability, SAVVIS offers
active/passive fail-over configurations with a hot stand-by
and active/active load balanced firewall configurations. In
the event of a failure of one firewall, dedicated secondary
equipment detects the failure and begins operating.

SAVVIS Managed Firewall Service is available at locations
around the world, including the U.S., UK, Europe, and
Japan, to support your global business needs.

For more information visit www.savvis.net
or call 1-800-SAVVIS-1.
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